ABSTRACT
Wireless Sensor Networks (WSN) are becoming more and more popular everyday due
to their increasing ability to monitor certain phenomenon over wide regions such as air
pollution, natural disaster, industrial monitoring, underwater applications and medical care
[1] [2].
The lack of a sophisticated security mechanisms for the nodes in the sensor network
makes it a favourable target for external attacks, where an attacker can compromise some
of the node(s) in the sensor network. Afterwards, the attacker may start altering the data
received or sent by these nodes, before forwarding it to the other nodes in effort to prevent
the destination from properly decoding or reading the received data.
These attacked nodes become compromised and will cause tremendous amount of
unusable data to flow within the network, which will negatively impact the energy
efficiency of the network and its overall performance.
This thesis proposes a technique that can detect and exclude these malicious nodes
based on a cooperative local voting approach with a dynamic centre taking into
consideration the aggressiveness of the attack, and it studies the impact of the technique on
the amount of aggregated data by the network, and the time required to deliver the sensors
data.
This thesis also studies the impact of the proposed technique on the total amount of
energy consumption in the network, taking into consideration the different wireless
technologies such as ANT, Low-Energy Bluetooth, Wi-Fi, etc…
The simulation of the proposed technique showed that the degree on which the
efficiency of the network improved, depended mainly on the underlying wireless
technology of the network and the timespan of which, the data is gathered from the
network.
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ﺗﺰﺩﺍﺩ ﺷﻌﺒﻴﺔ ﺷﺒﻜﺎﺕ ﺍﻻﺳﺘﺸﻌﺎﺭ ﺍﻟﻼﺳﻠﻜﻴﺔ  WSNsﻳﻮﻣﺎ ﺑﻌﺪ ﻳﻮﻡ ﻧﻈﺮﺍ ﻟﺪﻭﺭﻫﺎ ﺍﻟﻤﺘﺼﺎﻋﺪ ﻋﻠﻰ ﻣﺮﺍﻗﺒﺔ
ﺑﻌﺪ ﺍﻟﻈﻮﺍﻫﺮ ﻋﻠﻰ ﻣﺴﺎﺣﺎﺕ ﻭﺍﺳﻌﻪ ﻣﺜﻞ ﺗﻠﻮﺙ ﺍﻟﻬﻮﺍء ،ﺍﻟﻜﻮﺍﺭﺙ ﺍﻟﻄﺒﻴﻌﻴﺔ ،ﺍﻟﻤﺮﺍﻗﺒﺔ ﺍﻟﺼﻨﺎﻋﻴﺔ ،ﺍﻟﺘﻄﺒﻴﻘﺎﺕ ﺗﺤﺖ
ﺍﻟﻤﺎﺋﻴﺔ ﻭﺍﻟﺘﻄﺒﻴﻘﺎﺕ ﺍﻟﻄﺒﻴﺔ.

ﻣﻘﺪﺭﺓ ﺍﻟﺤﻤﺎﻳﺔ ﺍﻟﺒﺴﻴﻄﺔ ﺍﻟﻤﺘﻮﺍﻓﺮﻩ ﻟﻠﻌﻘﺪ ﻓﻲ ﺷﺒﻜﺔ ﺍﻻﺳﺘﺸﻌﺎﺭ ﻳﺠﻌﻠﻬﺎ ﻫﺪﻑ ﺳﻬﻞ ﻟﻠﻬﺠﻮﻡ ﻣﻦ ﻗﺒﻞ ﺍﻟﻐﺮﺑﺎء
ﺣﻴﺚ ﻳﺴﺘﻄﻴﻌﻮﻥ ﺍﻻﺳﺘﺤﻮﺍﺫ ﻋﻠﻰ ﺑﻌﺪ ﺍﻟﻌﻘﺪ ﻓﻲ ﺍﻟﺸﺒﻜﻪ ﻭﺗﻐﻴﻴﺮ ﺍﻟﻤﻌﻠﻮﻣﺎﺕ ﺍﻟﺘﻲ ﺗﻘﻮﻡ ﺑﺈﺭﺳﺎﻟﻬﺎ ﺃﻭ ﺍﺳﺘﻘﺒﺎﻟﻬﺎ ﻣﻊ
ﺑﺎﻗﻲ ﺍﻟﻌﻘﺪ ﻓﻲ ﺍﻟﺸﺒﻚ ،ﺑﻬﺪﻑ ﻣﻨﻊ ﻣﻜﺎﻥ ﺍﻟﻮﺻﻮﻝ ﻣﻦ ﺗﺮﺟﻤﺔ ﺃﻭ ﻗﺮﺍءﺓ ﺍﻟﻤﻌﻠﻮﻣﺎﺕ ﺑﺸﻜﻞ ﺻﺤﻴﺢ.

ﻫﺬﻩ ﺍﻟﻌﻘﺪ ﺍﻟﺘﻲ ﺗﻢ ﻣﻬﺎﺟﻤﺘﻬﺎ ﺗﺆﺩﻱ ﺇﻟﻰ ﺍﻧﺘﺸﺎﺭ ﻛﻢ ﻫﺎﺋﻞ ﻣﻦ ﺍﻟﺒﻴﺎﻧﺎﺕ ﺍﻟﻐﻴﺮ ﺻﺎﻟﺤﺔ ﻟﻺﺳﺘﺨﺪﺍﻡ ﻋﺒﺮ ﺍﻟﺸﺒﻜﺔ
ﻣﻤﺎ ﻳﺆﺛﺮ ﺑﺸﻜﻞ ﺳﻠﺒﻲ ﻋﻠﻰ ﻛﻔﺎﺋﺔ ﺍﻟﺸﺒﻜﺔ ﻓﻲ ﺍﺳﺘﺨﺪﺍﻡ ﺍﻟﻄﺎﻗﺔ.

ﺍﻟﺮﺳﺎﻟﺔ ﺗﻘﺪﻡ ﺗﻘﻨﻴﺔ ﺗﻘﻮﻡ ﺑﺈﻛﺘﺸﺎﻑ ﻫﺬﻩ ﺍﻟﻌﻘﺪ ﺍﻟﺘﻲ ﺗﻢ ﻣﻬﺎﺟﻤﺘﻬﺎ ﻭﺗﻘﻮﻡ ﺑﻌﺰﻟﻬﺎ ﻣﻦ ﺍﻟﺸﺒﻜﺔ ﺑﺎﺳﺘﺨﺪﺍﻡ ﺗﻘﻨﻴﺔ
ﺗﺼﻮﻳﺖ ﻣﺤﻠﻲ ﻣﺸﺘﺮﻙ ﺑﻤﺮﻛﺰ ﻣﺘﺤﺮﻙ .ﺛﻢ ﻳﺘﻢ ﺩﺭﺍﺳﺔ ﺗﺄﺛﻴﺮﻫﺎ ﻋﻠﻰ ﻛﻤﻴﺔ ﺍﻟﺒﻴﺎﻧﺎﺕ ﺍﻟﻤﺠﻤﻌﺔ ﻓﻲ ﺍﻟﺸﺒﻜﺔ ﻭﺍﻟﻮﻗﺖ
ﺍﻟﻤﻄﻠﻮﺏ ﻟﺘﻮﺻﻴﻠﻬﺎ ﺇﻟﻰ ﺍﻟﻤﻜﺎﻥ ﺍﻟﻤﻘﺼﻮﺩ.
ﻀﺎ ﺑﻌﺪ ﺫﻟﻚ ﺩﺭﺍﺳﺔ ﺗﺄﺛﻴﺮ ﺍﻟﺘﻘﻨﻴﺔ ﺍﻟﻤﻘﺘﺮﺣﺔ ﻋﻠﻰ ﺍﻟﻄﺎﻗﺔ ﺍﻟﻜﻠﻴﺔ ﺍﻟﻤﺴﺘﺨﺪﻣﺔ ﻣﻦ ﻗﺒﻞ ﺍﻟﺸﺒﻜﺔ ﻷﻛﺜﺮ ﻣﻦ
ﻳﺘﻢ ﺃﻳ ً
ﺗﻘﻨﻴﺔ ﻻﺳﻠﻜﻴﺔ ﻣﺜﻞ Wi-Fi ،Low-Energy Bluetooth ،ANT

ﻣﺤﺎﻛﺎﺓ ﺍﻟﺘﻘﻨﻴﺔ ﺍﻟﻤﻘﺘﺮﺣﺔ ﺍﻅﻬﺮ ﺍﻥ ﺩﺭﺟﺔ ﺗﺤﺴﻦ ﻛﻔﺎءﺓ ﺍﻟﺸﺒﻜﺔ ﺍﻋﺘﻤﺪﺕ ﻓﻲ ﺍﻷﺛﺎﺙ ﻋﻠﻰ ﺍﻟﺘﻘﻨﻴﺔ ﺍﻟﻼﺳﻠﻜﻴﺔ
ﺍﻟﻤﺴﺘﺨﺪﻣﺔ ﻓﻲ ﺍﻟﺸﺒﻜﺔ ﻭﺍﻟﻔﺘﺮﻩ ﺍﻟﺰﻣﻨﻴﺔ ﺍﻟﺘﻲ ﺗﻘﻮﻡ ﺍﻟﺸﺒﻜﺔ ﻓﻴﻬﺎ ﺑﺠﻤﻊ ﺍﻟﻤﻌﻠﻮﻣﺎﺕ .
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